List of KayScience Sub-Processors

k KayScience

Sub-processor | Why they are needed Which data do they Company | Data Processing | Security
Company process location Agreement Information
Calendly To book meetings with Teacher data name and USA Link to DPA Link to
schools and teachers email address provided security info
Google Cloud services and email Infrastructure and service EEA Link to DPA Link to
service provider data, including limited security info
school and staff data where
applicable
Cloudflare Website security protection | Usage data USA Link to DPA Link to
security info
Quickbooks Accounting software School data (teacher only USA Link to DPA Link to
and finance contacts) security info
Brevo Email service provider School data and teacher EEA Link to DPA Link to
data security info
Hot Jar Data analytics Usage and interaction data | EEA Link to DPA Link to
relating to student and security info
teacher activity (no special
category data)
Mux Video hosting Usage data USA Link to DPA Link to
security info
Wonde MIS syncing to KayScience School data and student EEA Link to DPA Link to
data tables data including student security info
names, class information,
and Unique Pupil Numbers
(UPNs)
LinkedIn Networking and social Teacher data EEA Link to DPA Link to
media marketing software security info
Microsoft business administration School data and teacher USA Link to DPA Link to
Teams software and video calling data security info

Where student data is processed by sub-processors, this is limited to what is strictly necessary to provide the

service. Unique Pupil Numbers (UPNs), where processed, are used solely as internal identifiers for secure record
matching and are not used for profiling, marketing, or any non-educational purpose.
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https://calendly.com/dpa/
https://calendly.com/security/
https://calendly.com/security/
https://cloud.google.com/terms/data-processing-addendum
https://cloud.google.com/security
https://cloud.google.com/security
https://www.cloudflare.com/en-gb/cloudflare-customer-dpa/
https://www.cloudflare.com/en-gb/products/security/
https://www.cloudflare.com/en-gb/products/security/
https://quickbooks.intuit.com/uk/legal/data-processing-agreement/
https://quickbooks.intuit.com/ca/security/#:~:text=QuickBooks%20Online%20uses%20AES256%20encryption%20for%20all%20data,in%20place%20to%20give%20you%20peace%20of%20mind.
https://quickbooks.intuit.com/ca/security/#:~:text=QuickBooks%20Online%20uses%20AES256%20encryption%20for%20all%20data,in%20place%20to%20give%20you%20peace%20of%20mind.
https://help.brevo.com/hc/en-us/articles/360001258744-How-does-Brevo-comply-with-the-GDPR-
https://www.brevo.com/plus/security/
https://www.brevo.com/plus/security/
https://help.hotjar.com/hc/en-us/articles/360039027113-Processing-Personal-Data-in-Hotjar
https://help.hotjar.com/hc/en-us/articles/115011639887-Data-Safety-Privacy-Security
https://help.hotjar.com/hc/en-us/articles/115011639887-Data-Safety-Privacy-Security
https://www.mux.com/dpa
https://www.mux.com/security
https://www.mux.com/security
https://old.wonde.com/downloads/Wonde%20-%20Data%20Processing%20Agreement.pdf
https://www.wonde.com/security/
https://www.wonde.com/security/
https://www.linkedin.com/legal/l/dpa
https://security.linkedin.com/
https://security.linkedin.com/
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA?lang=18
https://www.microsoft.com/en-gb/microsoft-teams/security
https://www.microsoft.com/en-gb/microsoft-teams/security

